NORTHUMBRIAN WATER LIMITED

STANDARD TERMS AND CONDITIONS OF PURCHASE FOR GOODS AND/OR SERVICES

1.  INTERPRETATION
1.1 In these Conditions:

“Applicable DP Law”

"Brexit Event"

“Controller”

"Conditions"

“Confidential

Information”

"Contract"

“Data Protection
Legislation”

“Data Protection
Requirements”

‘Data Subject”

“e-Privacy Regulation”

means: (a) UK DP Law, if the term is (i) defined in UK DP Law and (ii)
applies to the Processing in question; or (b) if (a) does not apply, the GDPR.

an event involving England leaving the European Union (whether with
Scotland, Wales and/or North Ireland or not), including, where applicable,
any transition period or implementation period.

has the meaning given to it in Applicable DP Law.

means the standard terms and conditions of purchase set out in this
document and any special terms and conditions agreed in Writing between
NWL and the Supplier;

means any information that relates to the affairs of NWL or the Supply
(including, without limitation, the Specification) and that is acquired by the
Supplier in anticipation of or as a result of the Contract. This excludes
information which is in the public domain other than through the breach of
any duty of confidentiality;

means the contract comprising the Purchase Order, any Specification and
the Conditions;

means (i) the General Data Protection Regulation (EU) 2016/679 (“GDPR”),
unless and until GDPR is no longer directly applicable in the UK, together
with any national implementing laws (including but not limited to the UK
Data Protection Act 2018), regulations and secondary or subordinate
legislation, as amended or updated from time to time, in the UK (i) any
successor legislation to the GDPR or the Data Protection Act 2018 (iii) any
guidance and codes of conduct/practice issued by the supervisory
authorities, including the Information Commissioner and (iv) any other
applicable data protection or privacy legislation or regulations;

as applicable, European DP Law and any other applicable laws and
regulations relating to the processing of personal data or personally
identifiable information anywhere in the world.

has the meaning given to it in Applicable DP Law.

the European Regulation of the European Parliament and of the Council
which supersedes Directive 2002/58/EC, and until that Regulation does
supersede that Directive, means The Privacy and Electronic
Communications (EC Directive) Regulations 2003 (2003 No. 2426).
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“European DP Law”

"European Law”

"Goods"

“Guidance”

"High Risk"

‘Liquidated Damages”

llNWLll

“Personal Data”

as applicable, (a) the GDPR and any data protection legislation applicable
from time to time accompanying the GDPR (including UK DP Law) together
with (b) the ePrivacy Regulation and any privacy legislation applicable from
time to time accompanying the ePrivacy Regulation; in relation to England
this definition applies whether or not there is a Brexit Event, and includes
any data protection legislation superseding the GDPR and/or superseding
the ePrivacy Regulation together with applicable Guidance

European Union or European Member State law (as referred to in the
GDPR) and such other law as may be designated in its place if there is a
Brexit Event.

means any materials or goods supplied by the Supplier in connection with
any Services and/or described in a Purchase Order;

in relaton to the GDPR means, as applicable, guidelines,
recommendations, and best practices produced by the European Data
Protection Board and published under Article 70(3) GDPR, or codes of
practice or guidance produced by the Information Commissioner or other
competent authority; and in relation to the ePrivacy Regulation means, as
applicable, guidelines, recommendations, and best practices issued by the
European Data Protection Board under the ePrivacy Regulation, or codes of
practice or guidance produced by the Information Commissioner or other
competent authority.

a high risk, in terms of both likelihood of occurrence and severity of impact,
to the rights and freedoms of Data Subjects, by reference to (i) the type of
breach, (ii) the nature, sensitivity and volume of Personal Data, (iii) the
number of affected Data Subjects, (iv) the ease of identification of Data
Subjects, (v) the severity of consequences for Data Subjects (including the
permanence of those consequences), (vi) the special characteristics of the
Data Subjects, (vii) the special characteristics of NWL as the Controller and
which rights and freedoms shall include:

(@) the right to privacy (e.g. loss of control over their personal data,
limitation of their rights, discrimination, identity theft or fraud, financial loss,
unauthorised reversal of pseudonymisation, damage to reputation, and loss
of confidentiality of personal data protected by professional secrecy); and/or

(b) where applicable other fundamental rights such as freedom of speech,
freedom of thought, freedom of movement, prohibition of discrimination,
right to liberty, conscience and religion, or any other significant economic or
social disadvantage to data subjects,

as set out in the Article 29 Working Party's statement of 30 May 2014 in
WP218 and recitals 75 and 86 of GDPR or as otherwise determined by
European Law from time to time.

means such sums (if any) described as such in the Contract;

means Northumbrian Water Limited, a company registered in England and
Wales under company number 2366703;

has the meaning given to it in Applicable DP Law.
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“Personal Data Breach” has the meaning given to it in Applicable DP Law.

“Processing”
“Processor”

"Premises”

"Price"
“Prohibited Act”

"Purchase Order"

"Relevant Data"

"Restricted Country"

"Securely"

has the meaning given to it in Applicable DP Law.
has the meaning given to it in Applicable DP Law.

means the address(es) where the Services are to be performed and/or the
Goods are to be delivered as stated on the Purchase Order (if so stated)
and/or such other address(es) as NWL may notify to the Supplier from time
to time;

means the price payable for the Supply;
means any offence under the Bribery Act 2010;

means NWL's purchase order and any other document specified or referred
to therein setting out NWL’s requirements for the Supply;

all personal data of which NWL is the controller and which are processed by
the Supplier for the purpose of providing the Supply.

any third country or international organisation as described in the GDPR
(but excluding any of England, Scotland, Wales and Northern Ireland, if
there is a Brexit Event).

by secure means, so as to prevent a personal data breach; in relation to
returning personal data this shall be by the secure means agreed between
NWL and the Supplier; in relation to deletion of personal data, the secure
means used by the Supplier shall be in accordance with the latest guidance
from the Information Commissioner.

"Security Requirements"those security requirements applicable to the Supplier's processing, being

"Services"
“SLA”

"Specification"

“Standard Contractual
Clauses” or “SCC”

"Supplier"

“SUppIy"

those set out in the Contract, in NWL's information security policy from time
to time, or otherwise referred to in Annex A, Section 2 (Details of Data
Processing).

means any services described in a Purchase Order;
means the service levels (if any) set out in the Contract;

includes any plans, drawings, data or other information relating to the
Goods and/or Services which is either set out or referred to in the Contract,
or subsequently agreed in Writing by NWL;

the European Commission’s Standard Contractual Clauses for the transfer
of Personal Data from the European Union to processors established in
third countries (controller-to-processor transfers), as set out in the Annex to
Commission Decision 2010/87/EU, a completed copy of which is set out in
Annex A of these Conditions.

means the person, firm or company to which a Purchase Order is issued;

means the supply of the Goods and/or Services by the Supplier under the
Contract;
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"Term" the duration of the processing of Relevant Data pursuant to the Contract
including during any transitional arrangements on entrance or exit.

‘UK DP Law” the UK Data Protection Act 2018 and regulations/other subordinate
legislation (a) made under that Act or (b) made under section 2(2) of the
European Communities Act 1972 which relate to the GDPR.

“UK-GDPR” the UK version of the GDPR which applies to the Processing of Relevant
Data if there is a Brexit Event.

“Working Day” means any day other than a Saturday or Sunday on which banks are
generally open for business in England;

"Writing" means any form of written or typed communication sent by courier, post,
email, facsimile transmission or any comparable means of communication.

1.2 Any reference in these Conditions to a statute or a provision of a statute shall be construed as a
reference to that statute or provision as amended, re-enacted or extended at the relevant time, and
any reference to the plural indicates the singular or vice versa.

1.3 The headings in these Conditions are for convenience only and shall not affect their interpretation.

2. BASIS OF PURCHASE

2.1 The Purchase Order constitutes an offer by NWL to purchase the Supply subject to and in accordance
with these Conditions.

2.2 These Conditions shall apply to the Contract to the exclusion of any other terms and conditions on
which any quotation has been given to NWL or subject to which the Purchase Order is accepted or
purported to be accepted by the Supplier or any terms and conditions which the Supplier otherwise
seeks to impose or incorporate or which are implied by trade, custom, practice or course of dealing.
Any reference in the Purchase Order or the Conditions to the Supplier's quotation, specification or like
document shall not be deemed to imply that any terms or conditions endorsed upon, delivered with, or
referred to in such quotation, specification or like document are to have effect to the exclusion or
amendment of these Conditions.

2.3 The Purchase Order will lapse unless accepted unconditionally by the Supplier in Writing within ten
(10) Working Days of its date. If the Contract is performed within this ten day period, no acceptance in
Writing is necessary.

2.4 No variation to the Contract shall be binding unless agreed in Writing between the authorised
representatives of NWL and the Supplier.

2.5 Notwithstanding the foregoing, NWL may at any time make changes in Writing relating to the Supply,
including (without limitation) changes in the Specification, quality or quantities, and/or time or place of
delivery. If such changes result in any alteration in cost of, or time required for, the performance of the
Contract, a fair and reasonable adjustment shall be made to the Price, date or period for delivery, or
both. Any such adjustment must be agreed in Writing before the Supplier proceeds with such change.
If no such agreement is reached within ten (10) Working Days the matter shall be referred for
resolution in accordance with Condition 26 and the Supplier will (unless otherwise agreed in Writing)
suspend or not commence the Supply. NWL can withdraw the change at any time, and, in the event
that the Supplier unavoidably incurs additional costs in connection with any suspension that will not be
recovered as part of the Price, NWL shall reimburse the same if invoiced therefor, provided that the
Supplier also produces evidence of its entitlement to the reasonable satisfaction of NWL. For the
avoidance of doubt, NWL shall not be entitled to use this right to cancel Services which have already
been performed.
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2.6 The Contract will be treated as a single contract and not severable even if the Services are to be
performed or Goods are to be supplied by instalments.

3. STANDARD OF SUPPLY AND PREVENTION OF CORRUPTION

3.1 The Goods shall, subject as provided in these Conditions, be as specified in the Contract and the
Supplier shall perform the Services at all times in accordance with the Contract (including, without
limitation, any SLA) and, if no higher standard is specified therein, to the standard referred to within
Condition 3.4.3 below.

3.2 The Supplier shall comply with all applicable statutes, regulations, byelaws and other legal
requirements, and any codes of practice or guidelines from time to time in force concerning the

Supply.

3.3 NWL relies on the skill and judgment of the Supplier in the execution of the Contract and the provision
of the Supply and the Supplier is deemed to have understood the nature, extent and purpose of the
Supply and satisfied itself in relation to all matters connected with the Supply and the Premises (where
applicable), and NWL shall at the request of the Supplier, grant such access to the Premises as may
be reasonable for this purpose. The Supplier is also deemed to have acquainted itself with the
purposes for which the Goods and/or Services are to be used.

3.4 The Supplier represents and warrants to NWL that:

3.4.1 the Supplier has good title to the Goods which are its sole unencumbered property and which
the Supplier is entitled to and shall sell free of any charge, lien, mortgage or other security
whatsoever;

3.4.2 any Goods will comply with their description and any applicable specification (if any), all
applicable statutory and regulatory requirements relating to the manufacture, labelling,
packaging, storage, handling and delivery of the Goods and will be free from defects in design,
materials and workmanship, and will be of satisfactory quality (within the meaning of the Sale of
Goods Act 1979) and be suitable for their intended purpose and, in this respect, NWL relies on
the Supplier’s skill and judgement;

3.4.3 any Services will be performed with the best care, skill and diligence (in accordance with best
practice in the Supplier’s industry, profession or trade) by appropriately qualified, skilled and
trained personnel who are suitably experienced to perform tasks assigned to them;

3.4.4 neither it nor any of its employees, agents or subcontractors has committed (and nor will they
commit) any Prohibited Act whether in connection with the award of the Contract or otherwise;
and

3.4.5 it has adequate procedures in place to prevent the occurrence of a Prohibited Act.

4. MANNER OF PROVISION OF THE SUPPLY

4.1 Access to the Premises shall not be exclusive to the Supplier but only such as shall enable it to
provide the Supply concurrently with the execution of work by others. The Supplier shall co-operate
with such others as NWL may reasonably require.

4.2 Whenever present on the Premises or any other premises of NWL, the Supplier shall, and shall
procure that its employees, agents or subcontractors shall comply in all respects with all security and
other terms, policies and/or guidelines applicable to such premises as are made known to the Supplier
and any instructions from time to time issued by NWL regarding the conduct of the Supplier or its
employees, agents and subcontractors on any such premises. In addition, the Supplier shall take such
steps as are reasonably required by NWL to prevent unauthorised persons being admitted to any such
premises. If NWL gives the Supplier notice that any person is not to be admitted to or is to be
removed from any such premises, or is not to become involved in, or is to be removed from,
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involvement in the performance of the Contract, the Supplier shall take all necessary steps at its own
cost to comply with such notice and, if required by NWL, the Supplier shall replace any person
removed under this Condition with another suitably qualified and experienced person and procure that
any pass issued to the person removed is surrendered to NWL.

4.3 If and when reasonably requested by NWL, the Supplier shall give to NWL a list of names of all
persons who are or may be at any time concerned with the Supply or any part of them, specifying the
capacities in which they are concerned, and giving all other particulars and evidence of identity and
other supporting evidence as NWL may reasonably require.

4.4 The decision of NWL as to whether any person is to be admitted to or is to be removed from the
Premises or any other premises of NWL, or is not to become involved in, or is to be removed from
involvement in the performance of the Contract shall be final and conclusive.

4.5 Where the Supplier or its employees, agents or subcontractors, in providing the Supply, executes
work using, and/or installs software on, and/or connects computer equipment to the computer network
or equipment used by NWL (collectively the NWL Network) then the Supplier shall (and shall ensure
that its employees, agents or subcontractors shall) observe such procedures (including without
limitation and where required by NWL, the use of equipment and software provided by NWL to provide
the Supply in place of the Supplier's own equipment and software and/or making available any
equipment or software for virus checking by NWL prior to installation and/or connection to the NWL
Network) and provide such information as NWL shall require. The Supplier further undertakes that no
such equipment or software (other than any provided by NWL to the extent it is used properly) used by
the Supplier or its employees, agents or subcontractors shall cause any loss, damage, corruption or
other adverse effect upon the NWL Network. The Supplier shall indemnify NWL against any loss or
corruption of data and any non-availability, diminution in performance or other loss or damage caused
to the NWL Network as a result of non-compliance with this Condition 4.5.

4.6 The Supplier will provide such progress reports and other information in relation to the provision of the
Supply as NWL may reasonably request from time to time.

4.7 On completion of the Supply, the Supplier shall remove its plant, equipment and unused materials and
shall clear away from the Premises all rubbish arising out of the Supply and leave the Premises in a
neat, tidy and safe condition and, in any event, in no worse condition than when the Supplier first
gained access to the Premises.

4.8 Prior to the commencement of performance of the Supply, the Supplier shall provide NWL with any
instructions or other information which NWL requires to accept such performance. All Goods shall be
supplied with full instructions for their proper use, maintenance and repair, and with any necessary
warning notices clearly displayed.

4.9 The Supplier shall not unreasonably refuse any proper request by NWL to inspect, test or analyse any
Goods during manufacture, processing or storage at the premises of the Supplier or any third party
prior to despatch, and the Supplier shall provide NWL with all facilities reasonably required for the
same. If NWL informs the Supplier in Writing within seven (7) days of inspection, testing or analysis
that it is not satisfied that the Goods will comply in all respects with the Contract, the Supplier shall,
without prejudice to any other right or remedy of NWL, take such steps as are necessary to ensure
compliance, and the costs of such tests, inspection or analysis shall be met by the Supplier. NWL may
set off any such costs against the Price in accordance with Condition 6.4.

4.10 For the avoidance of doubt, unless stated otherwise in the Contract, NWL shall not be obliged to carry
out any inspection, testing or analysis of any Goods or Services, nor shall any acceptance by NWL of
any Goods or Services relieve the Supplier of any of its obligations under the Contract.

4.11 Where any Goods are to be supplied in instalments, each delivery shall be accompanied by a packing
note or delivery note setting out the number of the Purchase Order.
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4.12 NWL shall not be obliged to return to the Supplier any packaging or packing materials for any Goods,
whether or not it accepts the relevant Goods themselves.

5. PRICE

5.1 The Price payable for the Supply shall be as stated in the Purchase Order, save only as may be varied
under Condition 2.5, and, unless otherwise stated, shall:

51.1 exclude any applicable value added tax (*VAT”") (which shall be payable by NWL subject to
receipt of a VAT invoice); and

5.1.2 include all charges for packaging, carriage, insurance and delivery of any Goods, all charges
for travel, consumables and other expenses incurred in performing any Services, and any
duties, imposts or levies other than VAT.

6. PAYMENT

6.1 The Supplier may invoice NWL on or after completion of the Supply, unless otherwise stated in the
Purchase Order.

6.2 Each invoice shall be submitted electronically in PDF format only to:  apinvoices@nwl.co.uk

Each invoice must include the Purchase Order number and shall be submitted as an individual PDF
document regardless of the number of pages.

6.3 Unless otherwise stated in the Purchase Order, NWL shall pay the Price for the Supply within forty five
(45) days after receipt by NWL of the Supplier's valid and correct invoice.

6.4 NWL may, at its sole discretion, either set off against the Price (including any applicable VAT payable)
any sums owed to NWL by the Supplier, including (without limitation) any Liquidated Damages
payable in respect of delay in performance, breach of any SLA or otherwise, up to any cap or caps on
the same, in each case as set out in the Contract, or invoice the Supplier for the same monthly in
arrears.

6.5 The Supplier must submit electronically each invoice promptly to NWL only to the e-mail address given
in Condition 6.2 on or after completion of the Supply, or at such other intervals only if set out in the
Contract.

6.6 No payment made or acceptance in respect of any Goods supplied or Services performed by the
Supplier will in any way restrict any claims or rights NWL may otherwise have against the Supplier.

7. TIME FOR PERFORMANCE

7.1 The Supply shall be performed on the date or within the period stated in the Contract, and, when the
Supply is to be performed at the Premises, during NWL's usual business hours unless otherwise
agreed in Writing. Time is of the essence of the Contract.

7.2 If NWL is unable to specify either or both of the date of commencement or completion of performance
of the Supply until after placing the Purchase Order, NWL shall give the Supplier reasonable notice of
such date(s) in accordance with Condition 2.5.

7.3 The Supplier shall begin performing the Supply on the date stated in the Contract and shall complete
the provision of the Supply by the date, or within the period, stated in the Contract (whichever is
applicable). If requested by NWL, the Supplier shall submit such detailed programmes of work and
progress reports as NWL may from time to time reasonably require. In the event that NWL believes, in
its absolute discretion, that the Supplier is unlikely either to achieve any programme milestones which
NWL considers to be key milestones by the date agreed for them, or to complete the Supply by the
date (or within the period) for completion set out in the Contract (or otherwise agreed in Writing), then
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NWL shall be entitled to notify the Supplier in Writing that any dates or periods for delivery are of the
essence of the Contract. Following such notification, if the Supply is not completed, or key milestones
achieved, by such date(s), or within such periods, NWL shall, without prejudice to any other right or
remedy, be entitled (at its option) to regard the Contract as discharged by the Supplier's breach, to
release itself from any obligation to accept and pay for any Goods or Services, to cancel all or part of
the Contract yet to be performed, and to require the repayment of any part of the Price which has been
paid.

8. RISK AND PROPERTY

8.1 Risk of damage to or loss of any Goods shall pass to NWL upon completion of delivery to NWL in
accordance with the Contract. Transit and offloading shall in every case be at the Supplier's risk.

8.2 Title to any Goods shall pass to NWL at the time and place of delivery unless otherwise specifically
agreed in Writing, save where any advance payment or progress payment is made by NWL, in which
case the title (but not the risk) in any Goods purchased or allocated by the Supplier for the purposes of
the Contract shall immediately vest in NWL at the time of such purchase or allocation.

9. NWL’S MATERIALS

9.1 Where NWL issues any goods, equipment, consumables or materials free of charge to the Supplier for
the purpose of the Contract (“NWL's Materials”) such items shall remain the property of NWL and be
held at the Supplier's risk. The Supplier shall maintain all of NWL’'s Materials in good order and
condition and shall use them solely in connection with the Contract.

9.2 Where any of NWL's Materials are removed from the Premises the Supplier shall ensure that they are
kept separate and apart from all property of other parties and are clearly marked or identified as the
property of NWL.

9.3 The Supplier shall indemnify NWL against loss of or damage to any of NWL’s Materials during the time
they are in the Supplier's possession, custody or control. During such time the Supplier shall
adequately insure the same in the name of and for the benefit of NWL at the Supplier's expense with a
reputable insurance company against loss or damage arising from any cause whatsoever and shall
produce to NWL on demand the policies of such insurance and the receipts for premiums paid
thereon.

9.4 The Supplier shall notify NWL of any surplus items remaining after completion of the Services and
shall return or dispose of them as NWL may direct.

9.5 The Supplier shall indemnify NWL against any waste of NWL's Materials arising from bad
workmanship or negligence of the Supplier or any of its employees, agents or subcontractors.

9.6 The Supplier hereby waives any lien that it might otherwise have (whether at the date of the Contract
or subsequently) over any of NWL's Materials, whether for work done thereon or otherwise.

10. DATA PROTECTION
Please refer to Annex A of these Conditions.

11. FREEDOM OF INFORMATION

11.1 Where the Freedom of Information Act 2000 (“FolA”) applies to the Supplier and the Supplier receives
a request to disclose information to a third party under FolA which relates to NWL and/or the Contract,
the Supplier shall:

11.1.1 inform NWL about the request for information and the nature of the information being sought as
soon as reasonably practicable;

NWL Standard Conditions of Purchase September 2018 (Data Processor) Page 8 of 37



NORTHUMBRIAN WATER LIMITED

11.1.2 consider and apply all lawful exemptions available to it under FolA to withhold information
sought in terms of the request for information;

11.1.3 consult with NWL prior to the disclosure of any such information; and

11.1.4 keep NWL informed about the Supplier's progress in dealing with any request for information
and, where requested by NWL, provide NWL with copies of any correspondence and
documents relating to the request for information.

11.2 The provisions of this Condition 11 shall survive the expiry or termination of the Contract.
12.  ENVIRONMENTAL INFORMATION

12.1 Without prejudice to the Supplier’s obligations pursuant to Condition 11 above, the Supplier shall both
during and following the expiry or termination of the Contract use all reasonable endeavours to assist
NWL to comply with its obligations under the Environmental Information Regulations 2004 (and any
subsequent enactment, order, regulation or instrument or as contained in any subsequent re-
enactment thereof). Such assistance shall be provided by the Supplier at no additional cost to NWL.

12.2 The provisions of this Condition 12 shall survive the expiry or termination of the Contract.
13. INTELLECTUAL PROPERTY AND CONFIDENTIALITY

13.1 Where NWL commissions the Supplier under the Contract to create any work (including any designs
or artwork) or any invention or improvement, ownership of such works, inventions and improvements
including any intellectual property rights therein is hereby assigned to NWL and shall vest in NWL
upon their creation and be the sole and absolute property of NWL.

13.2 The Supplier hereby assigns to NWL all inventions, improvements and discoveries (whether
patentable or not) conceived in the performance of the Contract made by any person employed by or
working under the direction of the Supplier. On completion of the Contract, the Supplier shall give to
NWL all designs, negatives, engineering drawings and data and information of whatsoever nature in its
possession and cause its employees to sign any documents necessary to enable NWL to file
applications for patents throughout the world and to obtain title thereto and the Supplier shall use its
best endeavours to facilitate the same.

13.3 The Supplier irrevocably appoints such person as may be nominated by NWL to be the attorney of the
Supplier to act for and on its behalf in completing any assignments and other documents to put into
effect the Supplier's agreement in Conditions 13.1 and 13.2.

13.4 It shall be a condition of the Contract that, except to the extent that the Supply incorporates designs
furnished by NWL, the Supply will not infringe any patent, trademark, registered design, copyright or
other right in the nature of industrial property of any third party.

13.5 The Supplier undertakes and agrees:

13.5.1 to use the Confidential Information only for performing its obligations and in accordance with its
rights under the Contract;

13.5.2 to keep all Confidential Information secure, and to disclose it only to those employees,
consultants, directors and professional advisers who are directly involved in the Contract and
who are subject to at least the same obligations of confidentiality in relation to the Confidential
Information as the Supplier;

13.5.3 that Confidential Information shall at all times remain the property of NWL. Other than as set
out elsewhere in the Contract, no licence is granted by any disclosure of Confidential
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Information. Confidential Information may not be copied or reproduced by the Supplier without
NWL’s prior consent in Writing, and any permitted copies are also Confidential Information;

13.5.4 that except to the extent required by law, by governmental or regulatory requirements, or
specifically authorised under the terms of the Contract, not to disclose Confidential Information
to any third party without NWL'’s prior consent in Writing;

13.5.5 to ensure that all employees, agents and subcontractors of the Supplier are under an obligation
no less onerous than the obligations on the Supplier set out in this Condition 13 to ensure that
Confidential Information is kept and remains confidential at all times.

13.6 The obligations in this Condition 13 do not apply to any information which the Supplier can
demonstrate was previously known to it or independently developed by it without the use of any
Confidential Information.

13.7 Without prejudice to NWL's rights under any condition, warranty or other term implied into the Contract
by statute or common law, or under any term of the Contract, the Supplier shall be liable for, and shall
indemnify and keep indemnified NWL in full against all liability, loss, damages, cost and expenses
(including indirect loss, claims, costs and legal expenses) awarded against or incurred or paid by NWL
(except where the same results from NWL's negligence) as a direct result of any claim that the Goods
or Services infringe, or their importation, use or resale infringes, the patent, copyright, design right,
trade mark or other intellectual property rights of any other person, except to the extent that the claim
arises from compliance with any Specification supplied by NWL or any wrongful act or omission of any
of the Supplier's employees, agents or subcontractors in connection with the performance of the
Services which gives rise to any liability of NWL to any third party.

13.8 The provisions of this Condition 13 shall survive the expiry or termination of the Contract.

14. RECORDS AND AUDIT

14.1 The Supplier shall keep and maintain until six years after the Contract has been completed full and
accurate records and accounts of all Goods supplied and work done as part of the Supply. The
Supplier shall also similarly keep and maintain detailed records of any expenditure which is
reimbursable by NWL and of hours worked and costs incurred in connection with any employees of the
Supplier paid for by NWL on a time charge and/or costs basis.

14.2 The Supplier shall keep such records and accounts in accordance with good accountancy practice.

14.3 The Supplier shall maintain robust and transparent financial and accounting processes and systems at
all times in connection with the Supply. To achieve effective cost governance and control, NWL will
carry out audits to verify and provide assurance that all costs have been properly incurred by the
Supplier and that such costs are in accordance with the Contract.

14.4 The cost of any audit shall be borne by NWL save where the audit demonstrates (i) an inaccuracy
exceeding 5% in the costs charged by the Supplier; (i) a material inaccuracy in the information
provided by the Supplier; or (iii) a breach of the Contract; in which case the costs shall be borne by the
Supplier.

14.5 The Supplier shall provide NWL and/or its nominated representatives with appropriate information and
details including electronic access to the Supplier's records and accounts in order to allow all cost and
verification audits to be conducted and agreed in a timely manner.

14.6 The Supplier shall provide NWL and/or its duly authorised representatives with all reasonable
cooperation and assistance in relation to audit by providing:

14.6.1 all information within the scope of the audit requested by NWL and/or its duly authorised
representatives;
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14.6.2 reasonable access to any sites controlled by the Supplier and to equipment used in the
provision of the Supply; and

14.6.3 access to the Supplier's personnel.

14.7 The Supplier is required to review and verify all sub-tier costs and inter-company charges to ensure
they are properly incurred under the terms of the relevant subcontract/order. The Supplier shall ensure
that NWL and/or its nominated representatives has access to suppliers at lower tier levels to
audit/verify costs. The Supplier shall ensure that all contracts/orders placed with subcontractors and
sub-suppliers incorporate provisions compliant with this Condition 14.

15. PUBLICITY

15.1 The Supplier will not without first obtaining NWL's consent in Writing in any way whatsoever advertise
or publish the fact that the Supplier has contracted to supply the Goods or Services to NWL.

16. HEALTH AND SAFETY AND QUALITY ASSURANCE

16.1 The Supplier shall promptly notify NWL of any health and safety hazards which may arise in
connection with the performance of the Contract.

16.2 The Supplier shall inform all persons used by the Supplier to provide the Supply at the Premises of all
known health and safety hazards and shall instruct those persons in connection with any necessary
safety measures.

16.3 Whilst on the Premises, the Supplier shall, and shall procure that its employees, agents and
subcontractors shall, comply with any health and safety measures implemented by NWL or any third
party including without limitation any measures in respect of NWL personnel and other persons
working on the Premises.

16.4 The Supplier shall notify NWL immediately in the event of any incident occurring in the provision of the
Supply on the Premises where that incident causes any personal injury or any damage to property
which could give rise to personal injury.

16.5 In respect of all Goods and Services supplied the Supplier will maintain or observe quality control and
Supplier quality assurance standards in accordance with the reasonable requirements of NWL.

16.6 The Supplier shall indemnify NWL against all actions, suits, claims, demands, losses, charges, costs
and expenses which NWL may suffer as a result of or in connection with any breach of the provisions
of this Condition 16.

17. TERMINATION

17.1 The rights of termination conferred by this Condition 17 are in addition to, and not in substitution for,
the rights conferred by Conditions 7.3 and 18.

17.2 NWL shall be entitled to terminate the Contract in respect of all or part only of the Supply by giving not
less than five (5) Working Days' notice in Writing to the Supplier prior to the commencement of
performance, in which event NWL shall pay and the Supplier shall accept in settlement of all claims
under the Contract such sum as shall reasonably compensate the Supplier for:

17.2.1 work done to date; and

17.2.2 raw materials or goods irrevocably ordered by the Supplier from a third party in and for the
performance of the Contract prior to its termination (provided that the Supplier can demonstrate
to the reasonable satisfaction of NWL that the Supplier will not be able to reuse them in its
business).
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For the avoidance of doubt the provisions of this Condition 17.2 shall not apply if the Contract is
terminated by NWL pursuant to any negligence or default for which the Supplier is liable under the
Contract.

17.3 NWL shall be entitled to terminate (i) the Contract and/or (ii) any other contracts between NWL and the
Supplier in each case without liability to the Supplier and without prejudice to the other rights of NWL
in any of the following circumstances:

17.3.1 the Goods supplied or Services performed by the Supplier are such that there is a material non-
compliance with the Contract;

17.3.2 the Supplier becomes, in the reasonable opinion of NWL, insolvent; or

17.3.3 the Supplier shall have committed any breach of the Contract which either is not capable of
remedy or, if such breach is capable of remedy, it shall have failed to remedy within five (5)
Working Days (or within any other agreed timescale) of being required by NWL in Writing to do
SO.

17.4 The right of termination shall also exist where NWL reasonably considers that any of the events
mentioned in Condition 17.3 is about to occur in relation to the Supplier and notifies the Supplier
accordingly.

17.5 Termination, suspension or expiry of the Contract howsoever arising shall not prejudice or affect any
right of action or remedy which shall have accrued or shall thereupon accrue to NWL and shall not
affect the continued operation of any provisions of the Contract which expressly or impliedly are
intended to come into or continue in effect following termination or expiry of the Contract.

18. REMEDIES, LIABILITY AND INSURANCE

18.1 Without prejudice to any other right or remedy available to it, if any Goods or Services are not supplied
or performed in accordance with the Contract, then NWL may require the Supplier to supply
replacement Goods or Services, free of charge, which are in accordance with the Contract within five
(5) Working Days of the date of NWL's notification (notwithstanding any acceptance thereof or
payment therefor) and/or claim any applicable Liquidated Damages pursuant to Condition 6.

18.2 Any Liquidated Damages set out in the Contract have been agreed as a genuine pre-estimate of the
loss that would be suffered by NWL in the circumstances in which they become payable. Liquidated
Damages paid or deducted (whether or not up to any applicable cap) will count towards the overall cap
on the Supplier’s liability in respect of the Supply.

18.3 In connection with any liability in respect of which NWL may seek an indemnity under this Contract the
Supplier must provide all such assistance or advice as NWL may reasonably request for the purpose
of contesting or defending the same.

18.4 Neither the Supplier nor NWL shall be liable to the other or be deemed to be in breach of the Contract
by reason of any delay in performing, or any failure to perform, any of its obligations if the delay or
failure is beyond that party's reasonable control. If, however, there is such a delay or failure on the
part of the Supplier it shall forthwith repay to NWL all monies paid to it by NWL (and this remedy shall
be cumulative with NWL'’s other remedies under the Contract).

18.5 Nothing in the Contract shall have the effect of excluding or limiting the liability of either party for:
18.5.1 death or personal injury to the extent it results from the negligence of that party or its

employees, agents or subcontractors in the course of their engagement under the Contract; or
18.5.2 gross negligence, misrepresentation or fraud.
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18.6 Subject to Conditions 18.5 and 20.5, where a claim arises under or in connection with the Contract the
total liability of the Supplier for any single event or series of related events (whether in contract, tort
(including negligence) or otherwise) will not at any time exceed five million pounds (£5,000,000).

18.7 The Supplier shall have in force and shall require any subcontractor to have in force:

18.7.1 employers’ liability insurance in accordance with any legal requirements for the time being in
force; and

18.7.2 public liability and/or professional indemnity insurance for such sum and range of cover as the
Supplier reasonably deems to be appropriate but covering at least all matters which are the
subject of indemnities or compensation obligations under these Conditions in the sum of not
less than five million pounds (£5,000,000) for any one incident (or any other amount as may be
specified in the Contract), unless otherwise agreed by NWL in Writing.

18.8 The liability of the Supplier in respect of the Supply will not be affected by the Supplier's use of agents,
distributors, subcontractors or any third party whatsoever.

18.9 Any legal rights which NWL may have against the Supplier at the date of the Contract are expressly
preserved and shall not be prejudiced or waived by reason of NWL entering into the Contract.

19. REQUIREMENTS OF NWL LICENCE

19.1 The Contract shall continue in full force and effect despite the making, or threat of making, of a Special
Administration Order under the Water Industry Act 1991.

20. TRANSFER OF EMPLOYMENT

20.1 General

The words and phrases below in Condition 20.1 a) to o) refer to this Condition 20 only and shall have
the following meanings:

a) ‘Accepted Transferring Employees’ means those Transferring Employees whose names are set
out on the Supplier's Provisional Staff List and/or the Supplier's Final Staff List as applicable in
full compliance with the Supplier's obligations under paragraphs 20.3 b) and 20.3 d) of this
Condition;

b) ‘Employees’ means those persons whose contracts of employment will be transferred pursuant to
the TUPE Regulations to the Supplier or any Sub-Supplier in connection with any work carried by
the Supplier or any Sub-Supplier pursuant to the Contract or whose contracts would transfer but
for an objection by such person under Regulation (4) of the TUPE Regulations;

c) ‘Employee Information’ means:

i. Details of each employee including their names, job title and description, salary, benefits,
notice period for termination, date of birth, date of commencement of continuous service,
pension arrangements (including without limitation details of any entitlement the employee
may have to early or enhanced pension in the event of early retirement or redundancy),
redundancy and severance arrangements (whether contractual or not), bonus or other
incentive schemes, outstanding loans;

ii. Copies of the contract of employment, handbook and other documentation containing details
of the terms and conditions of employment of the employee;

ii. Any agreement not yet implemented to change the remuneration or other terms and
conditions of any employee;
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iv. Details of and copy documentation regarding any share scheme in which the employee
participates or is entitled to participate;

v. Copies of any trade union recognition agreement and collective bargaining agreement in
place relevant to the employee;

vi. Details of any claim or dispute relevant to the employee's employment; and vii. Employee
liability information as defined by Regulation 11 of the TUPE Regulations;

d) ‘Employment Liabilities’ means all actions, costs, claims, demands, expenses, payments, legal
and other professional fees and expenses, and any other liabilities;

e) ‘End Date’ means the date or dates on which the Supplier ceases to provide the work or part of it;

f)  ‘Previous Supplier means any Person who carried out work similar to that provided by the
Supplier or any Sub-Supplier prior to the Supplier or Sub-Supplier;

g) ‘Redeployed Supplier Personnel’ means any Supplier Personnel re-deployed under paragraph
20.3 h) of this Condition;

h)  ‘Replacement Supplier means any third party appointed by NWL (including NWL if applicable) to
carry out work that is substantially similar to the work and which are in substitution for the work
following the termination or partial termination of the Contract;

i) ‘Transfer Time" means one minute past midnight on the Start Date or where there is more than
one Start Date the relevant Start Date as applicable;

j)  ‘Start Date’ means the date or dates on which the Supplier becomes responsible to carry out
work under the Contract;

k)  ‘Supplier Personnel’ means all employees, staff, other workers, agents of the Supplier and/or of
any Sub-Suppliers who are engaged in the carrying out work at any time during the Contract
(including the Employees who have not objected to transferring to the Supplier under Regulation
4(7) of the TUPE Regulations);

[)  ‘Supplier's Final Staff List’ means the list prepared by the Supplier of those Supplier Personnel
who are employees and wholly or mainly assigned to the carrying out of the work or relevant part
of the work at the relevant End Date;

m) ‘Supplier's Provisional Staff List means a list prepared and updated by the Supplier of those
Supplier Personnel who are employees and wholly or mainly assigned to, the carrying out of the
work or any part of the work at the date of preparation of the list;

n) ‘Transferring Employees’ means those employees whose contract of employment will be
transferred to NWL or a Replacement Supplier or direct or indirect subcontractor thereof pursuant
to the TUPE Regulations on expiry or termination of the Contract (in whole or in part);

0) ‘TUPE Regulations’ means the Transfer of Undertakings (Protection of Employment) Regulations
2006 (as amended).

20.2 Start

a) The Supplier acknowledges that, pursuant to the TUPE Regulations, at the Transfer Time it will
become the employer of the Employees.

b) No later than 28 (twenty eight) days before the Transfer Time NWL shall use reasonable
endeavours to provide the Supplier with a list of Employees and such of the Employee
Information as is in NWL'’s possession in respect of those Employees. NWL gives no warranty as
to the completeness or accuracy of the information supplied.
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c) The Supplier shall indemnify NWL on its own behalf and as trustee of any associated company of
NWL and/or any Previous Supplier against any Employment Liabilities which NWL, any
associated company of NWL and/or any Previous Supplier incurs (whether directly through any
indemnity given to a third party in respect of such Employment Liabilities) in connection with or
arising out of:

i. any alleged or anticipatory breach of contract by the Supplier and/or any Sub-Supplier in
respect of the Employees before the Transfer Time;

ii. any actual or proposed substantial change by the Supplier and/or any Sub-Supplier at any
time in the working conditions or terms of employment of all or any of the Employees that
taken individually or collectively are to the detriment of all or any of the Employees;

iii. any allegation that the Supplier or Sub-Supplier is a change in the identity of NWL of all or
any of the Employees to the material detriment of any or all of the Employees;

iv. the termination of the employment of any of the Employees on or after the Transfer Time;

v. anything done or omitted to be done by the Supplier and/or any Sub-Supplier, or any other
event or occurrence, in relation to the Employees at any time on or after the Transfer Time
and before the relevant End Date;

vi. any breach by the Supplier and/or any Sub-Supplier of Regulation 13(4) of the TUPE
Regulations; and vii. any act or omission of the Supplier and/or Sub-supplier or any other
event or occurrence in relation to any Supplier Personnel (other than the employees) at any
time before the relevant End Date.

20.3 Exit

a) ltis envisaged that subsequent to the commencement of the Contract the identity of the provider
of the work (or any part of them) may change (whether as a result of termination of the Contract,
or part, or otherwise) resulting in a transfer of the work in whole or in part to a Replacement
Supplier (together referred to herein as ‘Service Transfer’). The Parties acknowledge that the
TUPE Regulations may apply to a Service Transfer and that, in such event, the Replacement
Supplier would inherit liabilities in respect of the Transferring Employees.

b) The Supplier agrees that, subject to compliance with the Data Protection legislation, it shall
provide NWL or, at NWL’s direction, a Replacement Supplier with the Supplier's Provisional Staff
List and the Employee Information in respect of those persons on the Supplier's Provisional Staff
List within 20 (twenty) Working Days of the earliest of:

i. receipt of a notification of a Service Transfer or intended Service Transfer from NWL; or
ii. receipt of notification of a tender process in relation to the work or any part of them; or
iii. receipt or the giving of notice of termination of the Contract or any part of it; or

iv. the date which is 12 (twelve) months before the Expiry Date; or

v. receipt of a written request from NWL at any time.

c) The Supplier shall identify those on each Provisional Staff List who will be Transferring
Employees and provide the percentage assignment of such Employees to the relevant work that
will be subject to the Service Transfer and shall co-operate promptly with any Supplier request for
reasonable additional information to verify the percentage assignment of those on the Provisional
Staff List or verify that they are in-scope to transfer under the TUPE Regulations. The Supplier
shall provide an update of the information referred to at paragraph 20.3 b) above at 3 (three)
monthly intervals or more frequently if reasonably requested by NWL.

d) Atleast 14 (fourteen) days prior to the End Date, the Supplier shall prepare and provide to NWL
and/or, at the direction of NWL, to the Replacement Supplier, the Supplier's Final Staff List and
the Employee Information in respect of those persons on the Supplier's Final Staff List. The
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Supplier's Final Staff List shall identify which of the Supplier Personnel named are Transferring
Employees.

e) NWL may supply a copy of the Supplier's Provisional Staff List, Supplier's Final Staff List and the
Employee Information in respect of such Employees to any person who has been invited to
tender for the provision of all or any part of the work (or similar work) and to any Replacement
Supplier, subject to compliance with the Data Protection Laws.

f)  The Supplier shall not and shall procure that any Sub-Suppliers shall not, save in the ordinary
course of business or as required by law, at any time after any of the events in paragraphs 20.3
b) i to iv above (whichever is the earlier), do any of the following without the prior written consent
of NWL;

i. vary, increase, or purport or promise to vary or increase, the terms and conditions of
employment or the benefits (whether contractual or discretionary) of any of the Supplier
Personnel; or

ii. give notice to terminate or terminate the employment of any the Supplier Personnel; or

iii. recruit or assign to the work any new Supplier Personnel or increase the time spent by
any Supplier Personnel on the work; or

iv. redeploy or assign away from the work any Supplier Personnel; or

v. amend any existing compulsory or voluntary collective agreement.

g) At least 14 (fourteen) days before the relevant End Date, the Supplier shall, subject to compliance
with Data Protection legislation, provide to NWL or any Replacement Supplier, in respect of each
Transferring Employee, their:

i. pay slip data for the most recent month;

ii. cumulative tax paid;

iii. tax code;

iv. voluntary deductions from pay;

v. bank or building society account details for payroll purposes;
vi. home address; and

vii. any other employment records reasonably required by NWL or Replacement Supplier for the
effective continued employment of the Transferring Employee.

h) If requested by NWL, the Supplier shall and shall procure that any Sub-Supplier shall use all
reasonable endeavours to re-deploy any Supplier Personnel on or prior to the End Date on
activities other than the Contract. The Supplier shall and shall procure that any Sub-Supplier shall
use reasonable endeavours to procure that any Supplier Personnel redeployed cease to be
Transferring Employees. If requested by NWL, the Supplier shall use reasonable endeavours to
procure an objection under Regulation 4(7) of the TUPE Regulations from any Supplier
Personnel redeployed by the Supplier or Sub-Supplier to becoming employed by NWL or relevant
Replacement Supplier. The Supplier shall provide NWL or Replacement Supplier with a copy of
any such objection obtained.

20.4 Exit Indemnities

a) Where the TUPE Regulations apply to a Service Transfer the Supplier is responsible and shall
ensure that its Sub-Suppliers are responsible for all emoluments and outgoings (including without
limitation PAYE, NICs, all contributions to retirement benefit schemes and all payments in respect
of holiday) accrued and payable to or in respect of the Transferring Employees in respect of the
period up to and including the relevant End Date and NWL or Replacement Supplier is
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responsible for all emoluments and outgoings accrued and payable to or in respect of the
Accepted Transferring Employees in respect of the period after the relevant End Date.

b)  The Supplier shall indemnify NWL (on its own behalf and as trustee of any associated company
of NWL and/or any Replacement Supplier) and any Replacement Supplier against any
Employment Liabilities which NWL, any associated company of NWL and/or any Replacement
Supplier or any direct or indirect subcontractor of any Replacement Supplier incurs (whether
directly through any indemnity given to a third party in respect of such Employment Liabilities) in
connection with or arising out of;

i. the termination of the employment of any Transferring Employees before or on the relevant
End Date;

ii. anything done or omitted to be done by the Supplier and/or any Sub-Supplier or any other
event or occurrence in relation to the Transferring Employees at any time between the
Transfer Time and the relevant End Date;

iii. any emoluments and outgoings due to the Transferring Employees (including without
limitation all wages, bonuses, commissions, PAYE, National Insurance contributions, pension
contributions, holiday pay and otherwise or relevant part thereof) accrued in respect of any
time prior to the relevant End Date including without limitation any payment which NWL or
Replacement Supplier or subcontractor makes or will be required to make to any Transferring
Employee in respect of holiday accrued prior to the relevant End Date but taken after the
relevant End Date;

iv. the employment or termination of employment, anything done or omitted to be done by the
Supplier and/or any Sub-Supplier or any other event or occurrence at any time in relation to:

* any Redeployed Supplier Personnel; and
» any Supplier Personnel who is not a Transferring Employee;

v. any breach of Regulations 13 or 14 of the TUPE Regulations, save to the extent that such
Employment Liabilities arise as a result of a breach by NWL and/or any Replacement Supplier
of its or their obligations under Regulation 13 (4) of the TUPE Regulations.

c) If any person who is not an Accepted Transferring Employee claims or it is determined that his
contract of employment has been transferred from the Supplier or any Sub-Supplier to NWL or
any associated company of NWL or a Replacement Supplier or any direct or indirect
subcontractor thereof pursuant to the TUPE Regulations or otherwise or claims or it is
determined that any liability regarding his employment has transferred then:

i.  NWL or the Replacement Supplier will, within 20 (twenty) Working Days of becoming aware of
that fact, give notice in Writing to the other party;

ii. the Supplier may offer or may procure the offer of employment to such person within 10
working days of provision or receipt of the notice referred to in paragraph 20.4 ¢) i above;

iii. after the period referred to in paragraph 20.4 c) i has elapsed NWL or Replacement Supplier
or direct or indirect subcontractor thereof may within 20 (twenty) Working Days terminate or
give notice to terminate the employment of such person;

iv. The Supplier shall indemnify NWL (on its own behalf and as trustee of any associated
company of NWL and/or any Replacement Supplier) and any Replacement Supplier against
any Employment Liabilities which NWL, any associated company of NWL and/or any
Replacement Supplier or any direct or indirect subcontractor of any Replacement Supplier
incurs (whether directly through any indemnity given to a third party in respect of such
Employment Liabilities) in connection with or arising out of:
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21.

22.

23.

« any failure by NWL or Replacement Supplier to employ or engage such person from the
relevant End Date;

» the termination of such person's employment by NWL or Replacement Supplier or direct or
indirect subcontractor thereof under paragraph 20.4 ¢) iii above; and

+ the employment of such person by NWL or Replacement Supplier or direct or indirect
subcontractor thereof in respect of the period up to such termination.

d) NWL will and will use reasonable endeavours to procure that any Replacement Supplier
complies with its obligations under Regulation 13 (4) of the TUPE Regulations to inform the
Supplier or Sub-Supplier regarding any measures envisaged in connection with a Service
Transfer.

20.5 No TUPE

a) In the event of a Service Transfer to which the TUPE Regulations do not apply the following
provisions shall apply:

i. NWL or the Replacement Supplier can, at its discretion, make to any of the Employees listed
on the Supplier's Provisional Staff List or any Supplier Personnel wholly or mainly assigned to
work under the Contract an offer, in Writing, to employ that employee under a new contract of
employment to take effect at the earliest reasonable opportunity following the relevant End
Date;

ii. If an offer has been made and accepted by any employee or worker, the Supplier shall
permit the employee or worker to leave his or her employment, as soon as practicable which
could be without the employee or worker having worked his full notice period, if the employee
so requests and where operational obligations allow.

b) If the neither NWL nor the Replacement Supplier makes an offer of employment or if the
employee does not accept an offer of employment made by NWL or Replacement Supplier, the
employee shall remain employed by the Supplier or its Sub-Suppliers and all Employment
Liabilities in relation to the employee shall remain with the Supplier.

STATUS OF SUPPLIER

21.1 In carrying out the Contract the Supplier shall be acting as principal and not as the agent of NWL.
Accordingly, the Supplier shall not (and shall procure that its agents and servants shall not) say or do
anything that might lead any other person to believe that the Supplier is acting as the agent of NWL.

STATUS OF CONDITIONS, ASSIGNMENT AND SUBCONTRACTING

22.1 In the event of any conflict between the provisions of the standard terms and conditions of purchase
set out in this document and any special terms and conditions agreed in Writing between NWL and the
Supplier (including, without limitation, any set out in the Contract) the provisions of such special terms
and conditions shall prevail.

22.2 NWL may perform any of its obligations or exercise any of its rights under the Contract by itself or
through any other member of the group of companies to which it belongs, and any act or omission of
any such other member shall be deemed to be the act or omission of NWL.

22.3 The Supplier shall not assign or subcontract any part of the Contract without the prior consent in
Writing of NWL.
CONTRACTS (RIGHTS OF THIRD PARTIES) ACT 1999

23.1 Other than as set out in Condition 20 or as otherwise agreed, a person who is not a party to this
Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce or enjoy the
benefit of any terms of the Contract, but this does not affect any right or remedy of a third party which
exists or is available apart from that Act.
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24. NOTICES

24.1 Any notice required or permitted to be given by either party to the other under these Conditions shall
be in Writing addressed to that other party at its registered office or principal place of business or such
other address as may at the relevant time have been notified pursuant to this provision to the party
giving the notice.

25. WAIVER AND INVALIDITY

25.1 No waiver by NWL of any breach of the Contract by the Supplier shall be considered as a waiver of
any subsequent breach of the same or any other provision.

25.2 If any provision of these Conditions is held by any competent authority to be invalid or unenforceable
in whole or in part the validity of the other provisions of these Conditions and the remainder of the
provision in question shall not be affected thereby.

26. LAW AND DISPUTES

26.1 The Contract shall be governed by and construed in accordance with English law and subject to
Conditions 26.2, 26.3 and 26.4, each party agrees to submit to the exclusive jurisdiction of the English
courts as regards any claim or matter arising under the Contract.

26.2 Subject to Condition 26.4, the parties agree that any disputes or disagreements will be resolved in the
following way:

26.2.1 by a meeting or other discussion between the NWL person named on the Purchase Order (or
an alternative nominated by NWL) and a representative of the Supplier, held at the reasonable
request of either party;

26.2.2 if no agreement is reached within ten (10) Working Days of the first request for the meeting or
discussion referred to in Condition 26.2.1, the dispute shall, at the request of either party, be
escalated to the Head of Procurement of NWL and a representative of the Supplier of
comparable rank and position;

26.2.3 if no agreement is reached within ten (10) Working Days of the request referred to in Condition
26.2.2, the dispute shall, at the request of either party, be escalated to an appropriate director
of NWL and a director or equivalent of the Supplier;

26.2.4 if no agreement is reached within thirty (30) Working Days after the first request for the meeting
or discussion referred to in Condition 26.2.1, the dispute may be referred for resolution in
accordance with Condition 26.3.

26.3 Provided both parties so agree, the parties shall together refer the dispute to the Centre for Dispute
Resolution (“CEDR”) for resolution in accordance with such of the Alternative Dispute Resolution
(“ADR") Procedures offered by the CEDR as the CEDR considers appropriate in all the circumstances.
If either party does not agree to such referral either of them may commence legal proceedings as it
sees fit.

26.4 In the event of a referral under Condition 26.3 above, the parties agree to be bound by the rules of the
CEDR relating to the conduct of the relevant ADR proceedings as if the same were incorporated in the
Contract. Each party shall bear its own costs incurred in the relevant ADR proceedings, and one half
of the fees and expenses of the CEDR unless a different agreement is reached as part of any
settlement arrived at as a result of such proceedings.

26.5 Either party may refer disputes involving Confidential Information, intellectual property matters and
debt to the English courts immediately.
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27. NON-DISCRIMINATION, EQUALITY AND DIVERSITY

27.1 In carrying out the Contract, the Supplier shall, and shall procure that its employees, agents or
subcontractors shall:

27.1.1 not unlawfully discriminate either directly or indirectly or by way of victimisation or harassment
within the meaning and scope of any law, enactment, order or regulation relating to
discrimination (whether in age, disability, gender reassignment, marriage and civil partnerships,
pregnancy, paternity and maternity, race, religion or belief, sex or sexual orientation or
otherwise) and shall take all reasonable steps to ensure that its employees, agents or sub-
contractors similarly do not unlawfully discriminate;

27.1.2 without prejudice to the generality of Condition 27.1.1, not unlawfully discriminate within the
meaning and scope of the Equality Act 2010 and all other relevant legislation and any statutory
modification or re-enactment of such legislation;

27.1.3 where, in connection with the Contract, the Supplier, its employees, agents or subcontractors,
or its staff are required to carry out work on NWL’s premises or alongside NWL's employees
on any other premises, comply with NWL'’s own employment policies and codes of practice
relating to equality and diversity in the workplace, copies of which are published;

27.1.4 in complying with Conditions 27.1.1, 27.1.2 and 27.1.3 above, always treat NWL’s customers,
employees, other contractors and other stakeholders with courtesy, consideration, dignity and
respect;

27.1.5 in the event that the Supplier enters into any subcontract or linked agreement in connection
with the Contract or any aspect of the Supply, impose equality and diversity obligations on its
subcontractors and other associates in terms substantially similar to those contained in the
Contract;

27.1.6 notify NWL in writing as soon as it becomes aware of any investigation of or proceedings
brought against the Supplier under the Equality Act 2010. Where any investigation is
undertaken by a person or body empowered to conduct such investigation and/or proceedings
are instituted in connection with any matter relating to the Supplier's performance of the
Contract being in contravention of the said Act, the Supplier shall, free of charge:

a) provide any information requested in the timescale required;
b) attend any meetings as required and permit its staff to attend;

c) promptly allow access to and investigation of any documents or data deemed by NWL to be
relevant;
d) appear and allow its staff to appear as witnesses in any ensuing proceedings;

e) co-operate fully and promptly in every way reasonably required by the person or body
conducting such investigation during the course of that investigation;

27.1.7 where any investigation is conducted or proceedings are brought under the said Act which arise
directly or indirectly out of any act or omission of the Supplier, its employees, agents or
subcontractors, or the Supplier's staff and where there is a finding against the Supplier in such
investigation or proceedings, the Supplier shall indemnify NWL against all costs, claims,
damages, charges and expenses (including, without limitation, legal and administrative
expenses) arising out of or in connection with any such investigation or proceedings incurred by
NWL.

27.2 Should the Supplier, its employees, agents or subcontractors breach any part of this Condition 27 then
NWL shall be entitled to terminate the Contract with immediate effect by notice in Writing to the
Supplier.
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28. MODERN SLAVERY AND HUMAN TRAFFICKING

28.1 In carrying out the Contract, the Supplier shall, and shall procure that its employees, agents or
subcontractors shall, not commit any offence under the Modern Slavery Act 2015.

28.2 Should the Supplier, any of its employees, agents or subcontractors involved in carrying out the
Contract, commit an offence under the Modern Slavery Act 2015 then NWL shall be entitled to
terminate the Contract with immediate effect by notice in Writing to the Supplier and recover from the
Supplier any loss resulting from such termination.

29. BLACKLISTING

29.1 In carrying out the Contract, the Supplier shall, and shall procure that its employees, agents or
subcontractors shall, not commit any offence under the Employment Relations 1999 Act (Blacklists)
Regulations 2010 or section 137 of the Trade Union and Labour Relations (Consolidation) Act 1992.

29.2 Should the Supplier, any of its employees, agents or subcontractors involved in carrying out the
Contract, commit an offence under the Employment Relations 1999 Act (Blacklists) Regulations 2010
or section 137 of the Trade Union and Labour Relations (Consolidation) Act 1992, then NWL shall be
entitled to terminate the Contract with immediate effect by notice in Writing to the Supplier and recover
from the Supplier any loss resulting from such termination.

30. LIVING WAGE

30.1 ‘Living Wage’ means the UK Living Wage as set out annually in November each year, or as amended
from time to time, by the Living Wage Foundation (Charity Number 1107264).

30.2 The Supplier agrees to:

a) pay all its personnel who are directly employed by the Supplier in carrying out the Contract; and

b) ensure all employees of its agents or subcontractors in carrying out the Contract
are paid not less than the Living Wage for the term of the Contract provided the following conditions
are met:

The employees, agents or subcontractors (as applicable) engaged in carrying out the Contract
(excluding apprentices and interns):

1. are aged 18 or over;

2. work on NWL's premises, and/or any site or property which is not directly owned or in control by
NWL (and such premises are based in the United Kingdom);

3. work for at least 2 (two) hours in any working day; and

4. work for at least 8 (eight) consecutive weeks in any calendar year.

30.3 The Supplier agrees to implement any change to the Living Wage by the Living Wage implementation
date.

30.4 The Supplier undertakes to provide and make available to NWL on reasonable request all information
necessary for NWL to confirm that the Supplier is complying with its obligations for payment of the
Living Wage under the Contract.

30.5 In the event of non-compliance with this Condition 30 by the Supplier, the Supplier shall act to resolve
any non-compliance and will resolve in accordance with NWL’s instructions, where these are issued,
to resolve any non-compliance, which shall include backdating any applicable payments to the
Contract start date. The backdating of payments shall be undertaken entirely at the cost of the

NWL Standard Conditions of Purchase September 2018 (Data Processor) Page 21 of 37



NORTHUMBRIAN WATER LIMITED

Supplier, and the Supplier shall have no right to recover such costs of non-compliance or the costs of
resolving non-compliance from NWL. In the event the Supplier has not resolved the noncompliance
within a reasonable time (as determined by NWL in its sole discretion), then NWL shall be entitled to
terminate the Contract with immediate effect by notice in Writing to the Supplier and recover from the
Supplier any loss resulting from such termination.
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Annex A

Section 1 - Data Protection

1.
1.1

2.1.

2.2.

2.3.

24.

Conflict with Data Protection Requirements and Standard Terms

The parties agree that nothing in the Contract shall require either party to do or refrain from doing anything
(including disclosing or providing access to Personal Data, or curtailing that party’s use of Personal Data)
which is incompatible with its rights and obligations under the Data Protection Requirements, and any
provision of the Contract which purports to create rights or impose obligations in contravention of this
paragraph 1 shall be deemed to be subject to this paragraph 1.

Processor provisions

The Parties acknowledge that NWL is a Controller and that the Supplier is a Processor of the Relevant Data.

Details of the Processing the Supplier carries out on behalf of NWL under the Agreement are set out at
Section 2(Details of Data Processing) and details of the parties' responsibilities for Processing are set out at
Section 2 (Details of Data Processing). The parties shall update Section 2 (Details of Data Processing) as
necessary during the term of the Agreement to reflect any changes in Processing or for other reasons.

NWL's documented instructions are, as at the date of this Agreement, set out in Section 2 (Details of Data
Processing). NWL may withdraw, amend or supplement these documented instructions (as it considers
necessary and in such documented form as it elects) during the Term.

The Supplier shall:

2.4.1. process the Relevant Data only in accordance with documented instructions from NWL (including
with regard to transfers of Relevant Data to a Restricted Country or to an international organisation
(as defined in the GDPR), unless required to do so by European Law to which the Supplier is
subject; in such a case, the Supplier shall inform NWL of that legal requirement before Processing,
unless that European Law prohibits such information on important grounds of public interest. The
Supplier shall as soon as practical inform NWL if any instruction relating to the Relevant Data
infringes or may infringe any Data Protection Requirement;

2.4.2. ensure that persons authorised to process the Relevant Data have committed themselves to
confidentiality or are under an appropriate statutory obligation of confidentiality, and as further set out
in paragraph 3;

2.4.3. implement and maintain the Security Requirements, and take all measures required pursuant to
Article 32 GDPR and ensure that, taking into account the state of the art, the costs of implementation
and the nature, scope, context and purposes of Processing as well as the risk of varying likelihood
and severity for the rights and freedoms of natural persons, the Supplier implements and at all times
keeps in place appropriate technical and organisational measures to guard against unauthorised or
unlawful Processing of the Relevant Data and/or accidental loss, accidental or unlawful destruction,
alteration, unauthorised disclosure of, access to or damage to the Relevant Data and to ensure a
level of security appropriate to the risk, including as appropriate:

2.4.3.1. the pseudonymisation and encryption of Relevant Data;

2.4.3.2. the ability to ensure the ongoing confidentiality, integrity, availability and resilience of
processing systems and services;

2.4.3.3. the ability to restore the availability and access to Relevant Data in a timely manner in the
event of a physical or technical incident; and
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244.

245.

24.6.

24.7.

24.38.

24.9.

2.4.3.4. aprocess for regularly testing, assessing and evaluating the effectiveness of technical and
organisational measures for ensuring the security of the Processing;

comply with the following conditions for engaging another Processor (a "Sub-processor"):

2.4.4.1. the Supplier shall not engage a Sub-processor without prior general written authorisation of
NWL (as set out in the documented instructions). In the case of general written
authorisation, the Supplier shall inform NWL of any intended changes concerning the
addition or replacement of Sub-processors, thereby giving NWL the opportunity to object to
such changes; and

2.4.4.2. where the Supplier engages a Sub-processor for carrying out specific Processing activities
on behalf of NWL, the same data protection obligations as set out or referred to in this
paragraph 2 (Processor provisions) shall be imposed on that Sub-processor by way of a
contract (if not directly imposed by applicable European DP Law), in particular providing
sufficient guarantees to implement appropriate technical and organisational measures in
such a manner that the Processing will meet GDPR requirements. The Supplier shall
remain fully liable to NWL for the performance of that Sub-processor's obligations;

taking into account the nature of the Processing, assist NWL by appropriate technical and
organisational measures, insofar as this is possible, for the fulfilment of NWL's obligation to respond
to requests for exercising the Data Subject's rights laid down in Chapter Il of the GDPR, as further
set out in paragraph 5 (Data Subjects' Rights);

assist NWL in ensuring compliance with the obligations pursuant to Articles 32 to 36 GDPR taking
into account the nature of Processing and the information available to the Supplier, as further set out
in the Security Requirements, paragraph 6 (Personal Data Breaches) and paragraph 7 (Data
Protection Impact Assessments);

at the choice of NWL, Securely delete or Securely return all the Relevant Data to NWL after the end
of the provision of the Services or other services relating to Processing, and Securely delete existing
copies unless European Law requires storage of the Relevant Data;

make available to NWL all information necessary to demonstrate compliance with the obligations laid
down in Article 28 GDPR and allow for and contribute to audits, including inspections, conducted by
NWL or another auditor mandated by NWL, and shall immediately inform NWL if, in its opinion, an
instruction infringes the GDPR, other European DP Law or other data protection provisions in
European Law; and

procure that any person acting under the authority of the Supplier who has access to Relevant Data
shall not Process the Relevant Data except on instructions from NWL, unless required to do so by
European Law.

Nothing in the Contract shall relieve the Supplier of its own direct responsibilities and liabilities under the Data
Protection Requirements.

Personnel

The Supplier shall, in relation to its personnel (whether employees or not):

3.1.1.

3.1.2.

take all reasonable steps to ensure the reliability of all of such personnel that may have access to the
Relevant Data;

ensure that they are adequately trained to comply with all applicable legal requirements; and
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3.1.3. ensure that they are subject to appropriate written contractual obligations concerning the processing
of the shared Relevant Data (including obligations of confidentiality.

Records

The Supplier shall maintain complete, accurate and up to date written records of all categories of processing
activities carried out on behalf of NWL. Such records shall include all information necessary to demonstrate
its and NWL's compliance with the Contract, the information referred to in Articles 30(1) and 30(2) of the
GDPR and such other information as NWL, and its regulators, may reasonably require from time to time. The
Supplier shall make copies of such records available to NWL promptly on request from time to time, and NWL
may share such records with its regulators or relevant authorities where appropriate.

Data Subjects' Rights

The Supplier shall:

5.1.1. assoon as is reasonably practicable, and in any event within 48 (forty-eight) hours of receipt of a
request from a Data Subject to exercise a right under the Data Protection Requirements, inform NWL
of the receipt of the request and provide NWL with a copy of the request;

5.1.2. inrelation to the exercise of the right of access by a Data Subject:

5.1.2.1. if so requested by NWL, provide NWL with any Relevant Data it holds in relation to the
relevant Data Subject in a form specified by NWL as soon as reasonably possible, but in
any event within 7 (seven) days of the date of receipt of the Data Subject's request (or such
other timescale as may be stipulated by NWL);

5.1.2.2. if so requested by NWL, provide NWL with information in respect of:
5.1.2.2.1. the purposes of the Processing;
5.1.2.2.2. the categories of Relevant Data concerned;

5.1.2.2.3. the recipients or categories of recipient to whom the Relevant Data have been
or will be disclosed, in particular recipients in Restricted Countries;

5.1.2.2.4. where possible, the envisaged period for which the Relevant Data will be
stored, or, if not possible, the criteria used to determine that period;

5.1.2.2.5. any available information as to the source of Relevant Data, where they have
not been collected from the Data Subject;

5.1.2.2.6. the existence of automated decision-making, including profiling, and
meaningful information about the logic involved, as well as the significance and
the envisaged consequences of that Processing for the Data Subject; and

5.1.2.2.7. the appropriate safeguards taken by the Supplier in relation to any transfer to a
Restricted Country;

5.1.3. inrelation to the exercise of the right to rectification by a Data Subject, as instructed by NWL:
5.1.3.1. rectify inaccurate Relevant Data without undue delay; and/or

5.1.3.2. complete incomplete Relevant Data by means of a supplementary statement provided by
NWL; and
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5.1.3.3. communicate any rectification to each recipient to whom the Relevant Data have been
disclosed, unless this proves impossible or involves disproportionate effort, and inform the
Data Subject about those recipients if the Data Subject requests it;

5.1.4. inrelation to the exercise of the right to erasure (the 'right to be forgotten') by a Data Subject, as
instructed by NWL:

5.1.4.1. erase Relevant Data without undue delay; and

5.1.4.2. where NWL has made the Relevant Data public, take reasonable steps, including technical
measures, to inform Controllers which are Processing the Relevant Data that the Data
Subject has requested the erasure by such Controllers of any links to, or copy or replication
of, those Relevant Data; and

5.1.4.3. communicate any erasure to each recipient to whom the Relevant Data have been
disclosed, unless this proves impossible or involves disproportionate effort, and inform the
Data Subject about those recipients if the Data Subject requests it;

5.1.5. inrelation to the exercise of the right to restriction of Processing by a Data Subject, as instructed by
NWL:

5.1.5.1. restrict Processing, including where applicable, temporarily moving the selected Relevant
Data to another processing system, making the selected Relevant Data unavailable to
users, or temporarily removing published Relevant Data from a website:

5.1.5.2. in automated filing systems, ensure the restriction of Processing by technical means in such
a manner that the Relevant Data are not subject to further Processing operations and
cannot be changed;

5.1.5.3. clearly indicate on the Supplier's system and/or NWL's system (as applicable) the fact that
the Processing of Relevant Data is restricted;

5.1.5.4. only Process those Relevant Data with the Data Subject's consent or for the establishment,
exercise or defence of legal claims or for the protection of the rights of another natural or
legal person or for reasons of important public interest;

5.1.5.5. inform the Data Subject before the restriction of Processing is lifted; and

5.1.5.6. communicate any restriction to each recipient to whom the Relevant Data have been
disclosed, unless this proves impossible or involves disproportionate effort, and inform the
Data Subject about those recipients if the Data Subject requests it;

5.1.6. in relation to the exercise of the right to data portability by a Data Subject, as instructed by NWL:

5.1.6.1. provide a copy of that Data Subject's Relevant Data in a structured, commonly used,
machine-readable and interoperable format to NWL or, if so instructed by NWL, to the Data
Subject or, where technically feasible and instructed by NWL, transmit the Data Subject's
Relevant Data to another Controller, in each case, subject to appropriate security measures
as required by European DP Law; and

5.1.6.2. not hinder the Data Subject in any transmission of the Relevant Data to another Controller;
5.1.7. inrelation to the exercise of the right to object by a Data Subject:

5.1.7.1. if the Data Subject exercises the right to object by automated means using technical
specifications in the context of an information society service, communicate this automated
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5.1.8.

objection to NWL without delay and in the manner stipulated by NWL (which may also be
automated), unless NWL instructs the Supplier not to communicate certain types of
automated objection to NWL, including where NWL agrees with the Supplier that it would be
impossible for the Supplier to communicate those objections to NWL, that communication
would involve disproportionate effort or that communication is unnecessary;

5.1.7.2. as instructed by NWL (which may include standing instructions in relation to automated
objections under clause 5.1.7.1 or in relation to Processing for direct marketing purposes):

5.1.7.2.1.  no longer Process specified Relevant Data; or

5.1.7.2.2.  no longer Process specified Relevant Data for direct marketing purposes,
including for profiling to the extent that it is related to that direct marketing;

in relation to the exercise of the right regarding automated individual decision-making, including
profiling, by a Data Subject, as instructed by NWL:

5.1.8.1. where Processing is based on the Data Subject's consent or is necessary for entering into,
or performance of, a contract between the Data Subject and NWL, implement suitable
measures to safeguard the Data Subject's rights and freedoms and legitimate interests,
including the right to obtain human intervention on the part of NWL, to express the Data
Subject's point of view and to contest the decision; and/or

5.1.8.2. promptly cease any automated Processing that NWL specifies must cease unless and until
instructed by NWL to re-start it.

Personal Data Breaches

The Supplier shall notify NWL without undue delay and, in any event within 24 (twenty four) hours of
becoming aware of a Personal Data Breach, by secure email to data.protection@nwl.co.uk with 'Data
Security Event'in the subject line, and provide the Supplier's name, a contact name, a contact phone number
and contact email address in the body of email, on which NWL can reach the Supplier by return and at any
time 24/7/365. The Supplier shall provide NWL with further information about the breach in phases as
information becomes available, by the same secure means.

The Supplier shall Securely provide NWL with:

6.2.1.

6.2.2.

6.2.3.
6.2.4.

6.2.5.

a description of the nature of the Personal Data Breach in clear and plain language including where
possible, the categories and approximate number of Data Subjects concerned and the categories
and approximate number of Relevant Data records concerned;

the name and contact details of the Supplier's data protection officer or other contact point where
more information can be obtained:;

a description of the likely consequences of the Personal Data Breach;

a description of the measures taken or which the Supplier proposes should be taken to address the
Personal Data Breach, including, where appropriate, measures to mitigate its possible adverse
effects; and

the following, where the Personal Data Breach is likely to result in a High Risk:

6.2.5.1. the technical and organisational protection measures that were applied to the Relevant Data
affected by the Personal Data Breach by the Supplier, in particular those that render the
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7.2.

7.3.
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9.2.
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Relevant Data unintelligible to any person who is not authorised to access it, such as
encryption;

6.2.5.2. whether the measures taken or to be taken in paragraph 6.2.4 ensure or will ensure that the
High Risk is no longer likely to materialise; and

6.2.5.3. whether, in the Supplier's view, communication to the Data Subject of the Personal Data
Breach would involve disproportionate effort.

Where NWL becomes aware of a Personal Data Breach and informs the Supplier of it, the Supplier shall
provide NWL with the information in paragraph 6.2 with the notice under paragraph 6.1 where it is possible to
do so, and in any event within 24 (twenty-four) hours of NWL informing the Supplier.

If and to the extent that it is not possible to provide NWL with all information under paragraphs 6.2 or 6.3
within 24 (twenty-four) hours of becoming aware of the breach, the Supplier shall provide the remaining
information within 48 (forty-eight) hours unless another time period is agreed between the parties.

Data Protection Impact Assessments

If the Supplier has already carried out a data protection impact assessment ("DPIA") in relation to the
Services of a similar scope of Services or product, it shall provide the resulting assessment to NWL on NWL's
request, to inform NWL's own DPIA.

The Supplier shall co-operate fully with NWL in carrying out the DPIA and in any consultation with the
Information Commissioner, and any organisation or individuals which NWL may reasonably determine should
be consulted.

The Supplier shall assist NWL, where necessary and upon request, in ensuring compliance with the
obligations deriving from the carrying out of DPIAs and from prior consultations with the Information
Commissioner.

Controller provisions

NWL is a Controller of the Relevant Data. NWL shall, and to the extent that the Supplier is a separate
Controller of any Personal Data, the Supplier shall, comply with their respective obligations under European
DP Law.

Extra-EEA Transfers

The Supplier shall not transfer the Relevant Data to a Restricted Country or to an international organisation
(as defined in the GDPR) without NWL's prior written consent and subject to the Supplier's compliance with
the conditions laid down in Chapter V GDPR.

THIS PARAGRAPH ONLY APPLIES WHERE PERSONAL DATA WILL BE TRANSFERRED OUTSIDE OF
THE EEA BY THE SUPPLIER: Where NWL gives its consent to the transfer of the Relevant Data outside the
EEA, the Supplier may only process, or permit the processing, of the Relevant Data outside the EEA under
the following conditions:

9.2.1. The Supplier (or its sub-contractor(s), if applicable) is processing the Relevant Data in a territory
which is subject to a current finding by the European Commission (or in the event of Brexit, the ICO)
under the Data Protection Requirements that the territory provides adequate protection for the
privacy rights of individuals. The Supplier must notify NWL in writing of the territory that is subject to
such an adequacy finding; or
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9.2.2. The Supplier participates in a valid cross-border transfer mechanism under the Data Protection
Requirements, so that the Supplier (and, where appropriate, its sub-contractors) can ensure that
appropriate safeguards are in place to ensure an adequate level of protection with respect to the
privacy rights of individuals as required by Article 46 of the GDPR. The Supplier must notify NWL in
writing and in advance, the transfer mechanism that enables the NWL to comply with the restriction
on cross-border data transfer under the Data Protection Requirements and the Supplier must
immediately inform NWL of any change to that status; or

9.2.3. NWL has agreed, and recorded in the Contract or in writing, that the transfer otherwise complies with
the Data Protection Requirements.

If any transfer of the Relevant Data outside the EEA requires execution of the Standard Contractual Clauses
in order to comply with the Data Protection Requirements, the parties will complete all relevant details in, and
execute, the SCC contained in Section 3, and take all other actions required to legitimise the transfer. For the
purposes of the SCC, the parties have agreed that:

9.3.1. Ifthere is a conflict between the SCC and the Contract, the SCC shall prevail to the extent of such
conflict;

9.3.2. The details at Section 2 of this Annex A shall be read as relevant to Annex A of the SCC; and,
9.3.3.  Execution of the Contract by both parties shall constitute execution of the SCC.

If NWL consents to appointment by the Supplier located within the EEA of a subcontractor located outside the
EEA, then NWL authorises the Supplier to enter into SCC contained in Section 3 with the subcontractor in
NWL’s name and on NWL's behalf. The Supplier will make the executed SCC available to NWL on request.

Indemnity

The Supplier shall indemnify, keep indemnified and defend at its own expense NWL and any NWL group
company against all costs, claims, damages or expenses incurred by NWL or any NWL group company or for
which NWL or any NWL group company agree to pay or may become liable due to any failure by the Supplier
or its employees, subcontractors or agents to comply with any of its obligations under this Annex A or the
Data Protection Requirements.

Any limitation of liability set out in the Contract will not apply to the indemnity at paragraph 10.1.

Without prejudice to the generality of the indemnity at paragraph 10.1, or any specific terms in the Contract
which exclude types of loss, NWL may claim the following types of costs, claims, damages or expenses:

10.3.1. the costs of an investigative, corrective or compensatory action required by the ICO, or the defence
of a proposed or actual enforcement taken by the Information Commissioner or other competent
authority; and

10.3.2. losses, fines, penalties, liabilities, damages, costs, charges, claims, amounts paid in settlement and
expenses (including legal fees (on a solicitor/client basis), disbursements, costs of investigation
(including forensic investigation), litigation, settlement (including ex gratia payments), judgment,
interest and penalties), other professional charges and expenses, disbursements, cost of breach
notification including notifications to the data subject, cost of complaints handling (including providing
data subjects with credit reference checks, setting up contact centres (e.g. call centres) and making
ex gratia payments), all whether arising in contract, tort (including negligence), breach of statutory
duty or otherwise.

NWL may enforce the indemnity at paragraph 10.1, on behalf of any NWL Group Company.
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Change in Data Protection Requirements

In the event that there is a change during the Term in:

11.1.1. applicable European DP Law, UK DP Law or other Data Protection Requirements in England
(whether also in Wales, Scotland and/or Northern Ireland or not);

11.1.2. (where applicable) the available mechanisms or safeguards used to transfer Relevant Data to a
Restricted Country;

11.1.3. (where applicable) the available standard contractual clauses which are relevant to either party's or
both parties' Processing of Relevant Data; and/or

11.1.4. (given the particular difficulty in foreseeing the future legal landscape during and after Brexit,
including the precise nature of a Brexit Event) some other event or situation or happening

and NWL reasonably determines that the Contract is, wholly or in part, no longer appropriate in the light of
Data Protection Requirements, NWL shall notify the Supplier of its determination and (a) each party shall
promptly take such reasonable and appropriate steps necessary to ensure its ongoing compliance with
applicable Data Protection Requirements, and (b) the Supplier shall negotiate with NWL in good faith to enter
promptly into such variation to the Contract as is necessary to ensure the parties' ongoing compliance with
applicable Data Protection Requirements.

Costs

Where the Supplier assists NWL with NWL's compliance with European DP Law under or pursuant to the
Contract, that assistance will be at no additional cost to NWL.
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Section 2 - Details of Data Processing

The tables below set out the parties' understanding as at the date of signature of the Contract. They may be updated
during the Term in accordance with the Contract.

Part 1: Processor requirements

Requirement in
Article 28(3) GDPR

The subject matter and
duration of the
Processing

The nature of the
Processing

The purpose of the
Processing

The type of Personal
Data

Details for this Agreement

The purpose of providing the Services for the duration of the Agreement, including any
transitional periods on entrance or exit.

AV NN N N N RN

Collection,
Recording
Organisation
Structuring

Storage
Adaptation/alteration
Retrieval
Consultation

For the purposes of providing the Services

v

Personal details (any information that
identifies the Data Subject and their
personal characteristics e.g. name,
address, contact details, age, sex, date
of birth, physical description and any
identifier issued by a public body, e.g.
National Insurance number)
Education and training details (any
information which relates to the
education and any professional training
of the Data Subject e.g. academic
records, qualifications, skills, training
records, professional expertise, and
student and pupil records)

Family, lifestyle and social
circumstances (any information
relating to the family of the Data subject
and the Data Subject's lifestyle and
social circumstances e.g. current
marriage and partnerships and marital
history, details of family and other
household members, habits, housing,
travel details, leisure activities and
membership of charitable or voluntary
organisations)

Employment details (any information
relating to the employment of the Data
Subject e.g. employment and career
history, recruitment and termination
details, attendance records, health and
safety records, performance appraisals,
training records and security records)

AN

DA NI NN

Use

Disclosure by transmission /
dissemination or otherwise making
available

Alignment / combination
Restriction

Erasure / destruction

Others: ...

Financial details (any information
relating to the financial affairs of the
Data Subject e.g. income, salary,
assets and investments, payments,
creditworthiness, loans, benefits,
grants, insurance details and pension
information)

Goods and services provided (any
information relating to goods and
services that have been provided e.g.
goods or services supplied, licences
issued, agreements and contracts)
Special categories of personal data
(racial or ethnic origin, political
opinions, religious or philosophical
beliefs, or trade union membership,
and the processing of genetic data,
biometric data for the purpose of
uniquely identifying a Data Subject,
data concerning health or data
concerning a Data Subject's sex life or
sexual orientation)

Criminal data (criminal convictions
and offences or related security
measures, including personal data
relating to: (a) the alleged commission
of offences by the individual (b)
proceedings for an offence committed
or alleged to have been committed by
the individual or the disposal of such
proceedings, including sentencing)
Others: ...
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Requirement in
Article 28(3) GDPR
The categories of

Data Subjects
(includes current, past
or prospective Data
Subjects.)

Part 2: Responsibilities

Responsibilities
under Article 82

NWL
responsibilities for
Processing

Details for this Agreement

Staff including volunteers, agents,
temporary and casual workers
Customers/clients (who are individuals
or sole traders)

Suppliers (sole traders)

Contact persons (e.g. at suppliers or
customers, where supplier is not a sole
trader or customer is not an individual)
Members or supporters (e.g.
shareholders)

Complainants, correspondents and
enquirers

Details for this Agreement

AN NI NN

Relatives, guardians and associates
(of Data Subjects)

Advisers, consultants and other
professional experts or legal
representatives (individuals/sole
traders)

Students

Offenders and suspected offenders
Landlords/tenants

Others: ..o,

NWL's contractual relationships with third parties, including other members of the NWL group
and its other Processors.

The compliance of NWL's Processing under this Agreement as Controller.

And otherwise complying with its Controller obligations set out in clause 8 above.

Supplier
responsibilities for
Processing

The Supplier's contractual relationships with third parties, including other members of the
Supplier group and Sub-Processors.

The compliance of the Supplier's Processing under the Agreement as Processor.

And otherwise complying with the Supplier's Processor obligations set out in paragraph 2.4 and
any of its Controller obligations referred to in paragraph 8

Part 3: Documented Instructions

The Supplier is hereby instructed by NWL:

o to Process the Relevant Data for the sole purpose of providing the Services and to the extent necessary to
provide the Services, and not to Process the Relevant Data for its own purposes or third party purposes; and

o for the purpose of article 28(3)(d) and article 28(2) GDPR, not to engage a Sub-processor without NWL's prior
general written authorisation (which is hereby granted in respect of the Sub-processors notified to NWL in writing
at least 90 (ninety) days before the date of the Contract, and to which NWL has not objected); NWL does not
require the Supplier to obtain prior specific authorisation to each individual Sub-processor.

Part 4: Security Requirements

The Supplier shall implement and maintain the specific security requirements, if any, that are made known to it by

NWL
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Section 3 (if applicable) - Standard Contractual Clauses for Controller to Processor Transfer outside the EEA

Standard Contractual Clauses (processors)

For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to processors
established in third countries which do not ensure an adequate level of data protection, NWL, as the data
exporter, and the Supplier, as the data importer (each a “party”; together “the parties”), have agreed on the
following Contractual Clauses (the Clauses) in order to adduce adequate safeguards with respect to the
protection of privacy and fundamental rights and freedoms of individuals for the transfer by the data exporter
to the data importer of the personal data specified in Annex A.

Clause 1
Definitions

For the purposes of the Clauses:

‘personal data’, 'special categories of data’, ‘process/processing’, ‘controller', ‘processor’, 'data subject' and 'supervisory
authority' shall have the same meaning as in Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of
such data;

the subprocessor' means any processor engaged by the data importer or by any other subprocessor of the data
importer who agrees to receive from the data importer or from any other subprocessor of the data importer personal
data exclusively intended for processing activities to be carried out on behalf of the data exporter after the transfer in
accordance with his instructions, the terms of the Clauses and the terms of the written subcontract;

'the applicable data protection law' means the legislation protecting the fundamental rights and freedoms of individuals
and, in particular, their right to privacy with respect to the processing of personal data applicable to a data controller in
the Member State in which the data exporter is established;

technical and organisational security measures' means those measures aimed at protecting personal data against
accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, in particular where the
processing involves the transmission of data over a network, and against all other unlawful forms of processing.

Clause 2
Details of the transfer
The details of the transfer and in particular the special categories of personal data where applicable are specified in Annex A
which forms an integral part of the Clauses.
Clause 3
Third-party beneficiary clause

The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 5(a) to (e), and (g) to (j),
Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 as third-party beneficiary.

The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7,
Clause 8(2), and Clauses 9 to 12, in cases where the data exporter has factually disappeared or has ceased to exist in law
unless any successor entity has assumed the entire legal obligations of the data exporter by contract or by operation of law,
as a result of which it takes on the rights and obligations of the data exporter, in which case the data subject can enforce
them against such entity.

The data subject can enforce against the subprocessor this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7,
Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter and the data importer have factually disappeared
or ceased to exist in law or have become insolvent, unless any successor entity has assumed the entire legal obligations of
the data exporter by contract or by operation of law as a result of which it takes on the rights and obligations of the data
exporter, in which case the data subject can enforce them against such entity. Such third-party liability of the
subprocessor shall be limited to its own processing operations under the Clauses.

The parties do not object to a data subject being represented by an association or other body if the data subject so
expressly wishes and if permitted by national law.
Clause 4
Obligations of the data exporter

The data exporter agrees and warrants:
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that the processing, including the transfer itself, of the personal data has been and will continue to be carried out in
accordance with the relevant provisions of the applicable data protection law (and, where applicable, has been notified to
the relevant authorities of the Member State where the data exporter is established) and does not violate the relevant
provisions of that State;

that it has instructed and throughout the duration of the personal data processing services will instruct the data
importer to process the personal data transferred only on the data exporter's behalf and in accordance with the
applicable data protection law and the Clauses;

that the data importer will provide sufficient guarantees in respect of the technical and organisational security
measures specified in Section 2 to this contract;

that after assessment of the requirements of the applicable data protection law, the security measures are appropriate
to protect personal data against accidental or unlawful destruction or accidental loss, alteration, unauthorised
disclosure or access, in particular where the processing involves the transmission of data over a network, and against
all other unlawful forms of processing, and that these measures ensure a level of security appropriate to the risks
presented by the processing and the nature of the data to be protected having regard to the state of the art and the
cost of their implementation;

that it will ensure compliance with the security measures;

that, if the transfer involves special categories of data, the data subject has been informed or will be informed before,
or as soon as possible after, the transfer that its data could be transmitted to a third country not providing adequate
protection within the meaning of Directive 95/46/EC;

to forward any notification received from the data importer or any subprocessor pursuant to Clause 5(b) and Clause
8(3) to the data protection supervisory authority if the data exporter decides to continue the transfer or to lift the
suspension;

to make available to the data subjects upon request a copy of the Clauses, with the exception of Section 2, and a
summary description of the security measures, as well as a copy of any contract for subprocessing services which has
to be made in accordance with the Clauses, unless the Clauses or the contract contain commercial information, in
which case it may remove such commercial information;

that, in the event of subprocessing, the processing activity is carried out in accordance with Clause 11 by a
subprocessor providing at least the same level of protection for the personal data and the rights of data subject as the
data importer under the Clauses; and

that it will ensure compliance with Clause 4(a) to (i).

Clause 5
Obligations of the data importer
The data importer agrees and warrants:

to process the personal data only on behalf of the data exporter and in compliance with its instructions and the Clauses; if
it cannot provide such compliance for whatever reasons, it agrees to inform promptly the data exporter of its inability to
comply, in which case the data exporter is entitled to suspend the transfer of data and/or terminate the contract;

that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the instructions received from
the data exporter and its obligations under the contract and that in the event of a change in this legislation which is likely to
have a substantial adverse effect on the warranties and obligations provided by the Clauses, it will promptly notify the
change to the data exporter as soon as it is aware, in which case the data exporter is entitled to suspend the transfer of
data and/or terminate the contract;

that it has implemented the technical and organisational security measures specified in Section 2 before processing the
personal data transferred;

that it will promptly notify the data exporter about:

(i) any legally binding request for disclosure of the personal data by a law enforcement authority unless otherwise
prohibited, such as a prohibition under criminal law to preserve the confidentiality of a law enforcement
investigation,

(i) any accidental or unauthorised access, and

(i) any request received directly from the data subjects without responding to that request, unless it has been
otherwise authorised to do so;

to deal promptly and properly with all inquiries from the data exporter relating to its processing of the personal data subject
to the transfer and to abide by the advice of the supervisory authority with regard to the processing of the data transferred;
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at the request of the data exporter to submit its data processing facilities for audit of the processing activities covered by
the Clauses which shall be carried out by the data exporter or an inspection body composed of independent members and
in possession of the required professional qualifications bound by a duty of confidentiality, selected by the data exporter,
where applicable, in agreement with the supervisory authority;

to make available to the data subject upon request a copy of the Clauses, or any existing contract for subprocessing,
unless the Clauses or contract contain commercial information, in which case it may remove such commercial information,
with the exception of Section 2 which shall be replaced by a summary description of the security measures in those cases
where the data subject is unable to obtain a copy from the data exporter;

that, in the event of subprocessing, it has previously informed the data exporter and obtained its prior written consent;
that the processing services by the subprocessor will be carried out in accordance with Clause 11; and,

to send promptly a copy of any subprocessor agreement it concludes under the Clauses to the data exporter.

Clause 6
Liability
The parties agree that any data subject, who has suffered damage as a result of any breach of the obligations referred to in

Clause 3 or in Clause 11 by any party or subprocessor is entitled to receive compensation from the data exporter for
the damage suffered.

If a data subject is not able to bring a claim for compensation in accordance with paragraph 1 against the data exporter,
arising out of a breach by the data importer or his subprocessor of any of their obligations referred to in Clause 3 or in
Clause 11, because the data exporter has factually disappeared or ceased to exist in law or has become insolvent, the
data importer agrees that the data subject may issue a claim against the data importer as if it were the data exporter,
unless any successor entity has assumed the entire legal obligations of the data exporter by contract of by operation of law,
in which case the data subject can enforce its rights against such entity.

The data importer may not rely on a breach by a subprocessor of its obligations in order to avoid its own liabilities.

If a data subject is not able to bring a claim against the data exporter or the data importer referred to in paragraphs 1 and
2, arising out of a breach by the subprocessor of any of their obligations referred to in Clause 3 or in Clause 11 because
both the data exporter and the data importer have factually disappeared or ceased to exist in law or have become
insolvent, the subprocessor agrees that the data subject may issue a claim against the data subprocessor with regard to its
own processing operations under the Clauses as if it were the data exporter or the data importer, unless any successor
entity has assumed the entire legal obligations of the data exporter or data importer by contract or by operation of law, in
which case the data subject can enforce its rights against such entity. The liability of the subprocessor shall be limited to
its own processing operations under the Clauses.

The parties agree that if one party is held liable for a violation of the Clauses committed by the other party, the latter will, to
the extent to which it is liable, indemnify the first party for any cost, charge, damages, expenses or loss it has incurred.
Indemnification is contingent upon:

(a) the data exporter promptly notifying the data importer of a claim; and
(b) the data importer being given the possibility to cooperate with the data exporter in the defence and
settlement of the claim.
Clause 7
Mediation and jurisdiction

The data importer agrees that if the data subject invokes against it third-party beneficiary rights and/or claims
compensation for damages under the Clauses, the data importer will accept the decision of the data subject:

(a) to refer the dispute to mediation, by an independent person or, where applicable, by the supervisory authority;
(b) to refer the dispute to the courts in the Member State in which the data exporter is established.
The parties agree that the choice made by the data subject will not prejudice its substantive or procedural rights to seek
remedies in accordance with other provisions of national or international law.
Clause 8
Cooperation with supervisory authorities

The data exporter agrees to deposit a copy of this contract with the supervisory authority if it so requests or if such deposit is
required under the applicable data protection law.
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The parties agree that the supervisory authority has the right to conduct an audit of the data importer, and of any
subprocessor, which has the same scope and is subject to the same conditions as would apply to an audit of the data
exporter under the applicable data protection law.

The data importer shall promptly inform the data exporter about the existence of legislation applicable to it or any
subprocessor preventing the conduct of an audit of the data importer, or any subprocessor, pursuant to paragraph 2. In
such a case the data exporter shall be entitled to take the measures foreseen in Clause 5 (b).

Clause 9
Governing Law

The Clauses shall be governed by the law of the Member State in which the data exporter is established, namely England.

Clause 10
Variation of the contract

The parties undertake not to vary or modify the Clauses. This does not preclude the parties from adding clauses on
business related issues where required as long as they do not contradict the Clause.

Clause 11
Subprocessing

The data importer shall not subcontract any of its processing operations performed on behalf of the data exporter under the
Clauses without the prior written consent of the data exporter. Where the data importer subcontracts its obligations under
the Clauses, with the consent of the data exporter, it shall do so only by way of a written agreement with the subprocessor
which imposes the same obligations on the subprocessor as are imposed on the data importer under the Clauses. Where
the subprocessor fails to fulfil its data protection obligations under such written agreement the data importer shall remain
fully liable to the data exporter for the performance of the subprocessor's obligations under such agreement.

The prior written contract between the data importer and the subprocessor shall also provide for a third-party beneficiary
clause as laid down in Clause 3 for cases where the data subject is not able to bring the claim for compensation referred to
in paragraph 1 of Clause 6 against the data exporter or the data importer because they have factually disappeared or have
ceased to exist in law or have become insolvent and no successor entity has assumed the entire legal obligations of the
data exporter or data importer by contract or by operation of law. Such third-party liability of the subprocessor shall be
limited to its own processing operations under the Clauses.

The provisions relating to data protection aspects for subprocessing of the contract referred to in paragraph 1 shall be
governed by the law of the Member State in which the data exporter is established, namely England.

The data exporter shall keep a list of subprocessing agreements concluded under the Clauses and notified by the data
importer pursuant to Clause 5 (j), which shall be updated at least once a year. The list shall be available to the data
exporter's data protection supervisory authority.

Clause 12
Obligation after the termination of personal data processing services

The parties agree that on the termination of the provision of data processing services, the data importer and the
subprocessor shall, at the choice of the data exporter, return all the personal data transferred and the copies thereof to the
data exporter or shall destroy all the personal data and certify to the data exporter that it has done so, unless legislation
imposed upon the data importer prevents it from returning or destroying all or part of the personal data transferred. In that
case, the data importer warrants that it will guarantee the confidentiality of the personal data transferred and will not actively
process the personal data transferred anymore.

The data importer and the subprocessor warrant that upon request of the data exporter and/or of the supervisory authority, it
will submit its data processing facilities for an audit of the measures referred to in paragraph 1.
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ANNEX A TO THE STANDARD CONTRACTUAL CLAUSES

This Annex forms part of the Clauses and must be completed and signed by the parties.

The Member States may complete or specify, according to their national procedures, any additional
necessary information to be contained in this Section 3.

Data exporter

The data exporter is NWL which supplies water to consumers in the UK.

Data importer

The data importer is the Supplier which supplies the Services described in the Agreement

Data subjects

The personal data transferred concern the following categories of data subjects: SEE SECTION 2 ABOVE
Categories of data

The personal data transferred concern the following categories of data: SEE SECTION 2 ABOVE
Special categories of data (if appropriate)

The personal data transferred concern the following special categories of: SEE SECTION 2 ABOVE
Processing operations

The personal data transferred will be subject to the following basic processing activities: SEE SECTION 2
ABOVE

DATA EXPORTER
Name: NWL (as defined in the Contract)

AUNOTISEA SIGNALUIE ......eeee et e et e et e e

DATA IMPORTER
Name: The Supplier (as defined in the Contract)

AUNOTISEA SIGNALUIE ...ttt e et e e e
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